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From the Publisher

Dear Reader,

Welcome to the third edition of The International Comparative 1.egal Guide to Cybersecurity, published by Global
Legal Group.

This publication, which is also available at www.iclg.com, provides corporate counsel and international
practitioners with comprehensive jurisdiction-by-jurisdiction guidance to cybersecurity laws and regulations
around the world.

This year, there are three general chapters which provide an overview of key issues affecting cybersecurity,
particularly from the perspective of a multi-jurisdictional transaction.

The question and answer chapters, which cover 32 jurisdictions in this edition, provide detailed answers to
common questions raised by professionals dealing with cybersecurity laws and regulations.

As always, this publication has been written by leading cybersecurity lawyers and industry specialists, to whom
the editors and publishers are extremely grateful for their invaluable contributions.

Global Legal Group would also like to extend special thanks to contributing editors Nigel Parker and
Alexandra Rendell of Allen & Overy LLP for their leadership, support and expertise in bringing this project
to fruition.

Rory Smith
Group Publisher
Global Legal Group




Chapter 29

Spain

SAMANIEGO LAW

1 Criminal Activity

1.1 Would any of the following activities constitute a
criminal offence in your jurisdiction? If so, please provide

details of the offence, the maximum penalties available, and
any examples of prosecutions in your jurisdiction:

Hacking (i.e. unauthorised access)

Article 197 bis of the Spanish Criminal Code (hereinafter, “SCrC”)
establishes that those, who by any means, without being authorised,
breach the security measures and access or facilitate access to an
information system, or part of it, or stays in it against the will of
whoever has the legitimate right to exclude access, may be punished
with up to two years in prison.

Denial-of-service attacks

Denial-of-service attacks (“DOS” attacks) are foreseen in Article 264
bis SCrC, which holds that causing unauthorised hinderance or inter-
ruptions to an informatic system is punishable by up to three years
in prison. Article 204.2 SCrC enumerates a series of aggravated
cases where the prison term may be as high as five years’ imprison-
ment and a fine.

Phishing

Phishing is foreseen in Article 248.2 SCrC, which identifies phishing
as “those who, for profit and using any kind of informatic manipu-
lation —or similar— obtain a non-consensual transfer of assets to the
detriment of another”. The maximum penalty is three years in prison.

Infection of IT systems with malware (including ransomware,
spyware, worms, trojans and viruses)

Article 264.1 SCrC holds that any unauthorised erasure, damage,
deterioration, alteration or deletion of computer data, software or
electronic documents of others, or making it inaccessible, where the
result produced is serious, shall be punished with imprisonment of
up to a maximum of three years. Article 264.2 SCrC enumerates a
series of aggravated cases where the prison term may be as high as
five years and a fine.

Possession or use of hardware, software or other tools used to
commit cybercrime (e.g. hacking tools)

The possession or use of hardware, software or other tools used to
commit cybercrime, as well as their import, production or, by any
means, supply to third parties is foreseen in Article 197 zer SCtC.
The penalty may be a maximum of two years in prison or a fine.

Identity theft or identity fraud (e.g. in connection with access
devices)

Identity theft is not expressly foreseen in the Spanish Criminal Code.
However, some of the most common crimes associated with identity
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theft or identity fraud, such as those in connection with access
devices, e.g. swindling and fraud, are found in Articles 248 e/ seq. and
4306 et seq., respectively.

Electronic theft (e.g. breach of confidence by a current or
former employee, or criminal copyright infringement)

Article 199 SCrC holds that whoever reveals other people’s secrets,
which he is aware of by reason of his trade or his employment
relationships, shall be punished by imprisonment of up to three
years and receive a fine.

Article 270 SCrC, which foresees criminal copyright infringement,
dictates that those who, in order to obtain a direct or indirect
economic benefit to the detriment of a third party, reproduce,
plagiarise, distribute, publicly communicate or exploit, in whole or in
part, a literary, artistic or scientific work without the authorisation of
the holders of the corresponding intellectual property rights, or their
assignees, may be punished with up to four years in prison and a fine.

Any other activity that adversely affects or threatens the
security, confidentiality, integrity or availability of any IT
system, infrastructure, communications network, device or
data

Article 197 SCrC foresees that the interception of telecommunications
via listening, transmitting, recording and/or reproduction devices shall
be punishable by imprisonment of up to four years and receive a fine.

Failure by an organisation to implement cybersecurity
measures

No, failure to implement appropriate cybersecurity measures is not
foreseen by the SCrC. However, under the GDPR, organisations may
be fined if they do not have in place the appropriate measures to
prevent data breaches, taking into account the most recent technical
developments, risks, the nature of personal data being processed and
the damages to the rights and freedom of the data subject.

1.2 Do any of the above-mentioned offences have

extraterritorial application?

The extraterritorial application of the SCrC is foreseen in Article

23.2 of the Organic Law 6/1985, of 1 July, on Judicial Power.

Article 23.2 holds that Spanish courts will know of crimes

committed outside of the Spanish territory as long as the authors

are Spanish or they obtain the Spanish nationality, and the following
three requisites are met:

i. that the crime is punishable at the place of execution (unless,
under an international treaty or a normative act of an intet-
national Organisation to which Spain is a party, such a
requirement is not necessary);
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il. that the aggrieved person or the Public Prosecutor’s Office files
before the Spanish courts; and

ili. that the offender has not been acquitted, pardoned or sentenced
abroad, of, in the latter case, has not served his sentence.

1.3 Are there any actions (e.g. notification) that might

mitigate any penalty or otherwise constitute an exception to
any of the above-mentioned offences?

Besides the mitigating circumstances (Article 21) and the exceptions
(Articles 19 and 20) under the general rules of the SCrC, we must
highlight, in relation to companies, that an effectively implemented
compliance programme may exempt a company from liability.

1.4 Are there any other criminal offences (not specific to
cybersecurity) in your jurisdiction that may arise in relation to
cybersecurity or the occurrence of an Incident (e.g. terrorism
offences)? Please cite any specific examples of prosecutions
of these offences in a cybersecurity context.

Article 573.2 SCrC holds that the crimes established under Articles
197 bis, 197 ter and 264 through 264 guater are considered terrorism
offences when done with any of the following ends:

i.  subvert the constitutional order, supress or destabilise political
institutions or economic or social structures of the State or
compel the public authorities to perform an act, or to refrain
from doing so;

il. alter public peace;

ili. destabilise the functioning of an international organisation; or

iv. provoke a state of terror in the population or a part of it.

2 Applicable Laws

2.1 Please cite any Applicable Laws in your jurisdiction
applicable to cybersecurity, including laws applicable to the
monitoring, detection, prevention, mitigation and
management of Incidents. This may include, for example,
laws of data protection, intellectual property, breach of

confidence, privacy of electronic communications,

information security, and import/export controls, among
others.

The following European Union (“EU”) Regulations have a direct

effect in Spain:

i.  Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on
the free movement of such data (“GDPR”); and

ii. Regulation (EU) 2019/881 of the European Patliament and of the
Council of 17 April 2019 on ENISA (the European Union Agency
for Cybersecurity) and on information and communications tech-
nology cybersecurity certification (“Cybersecurity Act”).

Please find the link to the Cybersecurity Code, published by the
Spanish Official Gazette editorial, listing all the Applicable Laws
related to cybersecurity. Due to the complexity and length of the
Spanish regulation on cybersecurity, encompassing over 50 different
Applicable Laws, we list below the most relevant ones:

i Law 36/2015, of 28 September 2015, on National Security;

ii. Law 8/2011, of 28 April 2011, on Measures for the Protection
of Critical Infrastructure incorporating Directive 2008/114/EC;

iii. Royal Decree-Law 12/2018, of 7 September 2018 (“Royal
Decree-Law 12/2018”), incorporating Directive (EU) 2016/1148
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of the European Parliament and of the Council of 6 July 2016,
concerning measures for a high common level of security of
network and information systems across the Union (“NIS
Directive”);

iv. Law 34/2002, of 11 July, on Information Society Services and
Electronic Commerce, incorporating E-Commerce Directive
2000/31/EC;

v. Law 59/2003, of 19 December, on the Electronic Signature,
incorporating Ditrective 1999/93/EC;

vi. the General Telecommunications Law 9/2014, of 9 May;

vii. Organic Law 10/1995, of 23 November, on the Criminal Code;

and

. Organic Law 3/2018, of 5 December on Data Protection and

the Guarantee of Digital Rights (“LOPDGDD” as per its
Spanish initials), which develops the GDPR in Spain.

viii

=

2.2 Are there any cybersecurity requirements under
Applicable Laws applicable to critical infrastructure in your
jurisdiction? For EU countries only, please include details of
implementing legislation for the Network and Information

Systems Directive and any instances where the implementing

legislation in your jurisdiction exceeds the requirements of
the Directive.

Article 13 of Law 8/2011 of 28 April on Measures for the
Protection of Critical Infrastructures mentions that those who
operate Critical Infrastructures must elaborate security plans while
Article 16 requires them to appoint a Security and Liaison Officer.

The Regulation on the Protection of Critical Infrastructures,
approved by the Royal Decree-Law 704/2001 of 20 May, has devel-
oped, concreted and expanded the aspects referred to in Law
8/2011. Articles 22.4 and 25.5 of the Regulation established that
the State Secretary of Security would indicate the minimum contents
of the Security Plans of the Operator and of the Specific Security
Plans mentioned in Article 14 of Law 8/2011. Said minimum
contents are described in the Resolution of 8 September 2015 of the
State Secretary of Security (“Resolution”).

The Resolution does not impose any specific cybersecurity
requirements. Its main purpose is to establish a methodology to
elaborate and design the Security Plans of the Operator (Annex I)
and the Specific Security Plans (Annex II).

Royal Decree-Law 12/2018 does not impose harsher security
requirements than the NIS Directive, however, it applies not only to
Critical Infrastructures but also to Digital Service Providers.

There is a project of a regulation that will further develop the
content of Royal Dectee-Law 12/2018, which is in the stage of
public consultation until 6 September, 2019.

2.3 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority, to take

measures to monitor, detect, prevent or mitigate Incidents?

If so, please describe what measures are required to be
taken.

Pursuant to Articles 24 and 25 GDPR, the controller and the
processor must implement appropriate technical and organisational
measures, such as pseudonymisation, to ensure a level of security
appropriate to the identified risk.

Article 28 LOPDGDD references Articles 24 and 25 GDPR in
order to determine the appropriate technical and organisational
measures to be implemented.

On a side note, the authors recommend to visit the webpage of
the National Institute of Cybersecurity of Spain (Instituto Nacional de
Ciberseguridad de Espana; “TNCIBE” as per its Spanish initials) which
has a help centre on cybersecurity, available for both companies and
individuals, that may be reached by calling the Spanish free toll
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number 900 116 117. Furthermore, they periodically publish a
Bulletin on cybersecurity.

2.4 Inrelation to any requirements identified in question 2.3

above, might any conflict of laws issues arise? For example,

conflicts with laws relating to the unauthorised interception
of electronic communications or import/export controls of
encryption software and hardware.

The risk of conflicts of laws is minimised due to the harmonisation
of Applicable Laws at EU level.

2.5 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority, to
report information related to Incidents or potential Incidents
(including cyber threat information, such as malware
signatures, network vulnerabilities and other technical
characteristics identifying a cyber attack or attack
methodology) to a regulatory or other authority in your
jurisdiction? If so, please provide details of: (a) the
circumstance in which this reporting obligation is triggered;
(b) the regulatory or other authority to which the information
is required to be reported; (c) the nature and scope of
information that is required to be reported; and (d) whether
any defences or exemptions exist by which the organisation
might prevent publication of that information.

Unlike Incidents in Critical Infrastructures or Digital Service

Providers where Royal Decree-Law 12/2018 requites, in the event of

an Incident that might have significant disturbing effects, that the

competent authority be notified (a notification may also be made even
if the Incident has not yet produced an adverse effect), organisations
are not required to report information related to Incidents or poten-
tial Incidents unless the Incident relates to personal data. If such an

Incident has an impact on the data subject’s rights, the Spanish Data

Protection Agency (Agencia Espariola de Proteccidn de Datos; “Spanish

DPA”) should be notified. The notification shall at least:

i.  describe the nature of the personal data breach, including, where
possible, the categories and approximate number of data
subjects concerned, and the categories and approximate number
of personal data records concerned;

il. communicate the name and contact details of the data
protection officer or other contact point where more informa-
tion can be obtained;

ili. describe the likely consequences of the personal data breach; and

iv. describe the measures to be taken or proposed to be taken by the
controller to address the personal data breach, including, where
appropriate, measures to mitigate its possible adverse effects.

2.6 If not a requirement, are organisations permitted by
Applicable Laws to voluntarily share information related to
Incidents or potential Incidents (including cyber threat
information, such as malware signatures, network
vulnerabilities and other technical characteristics identifying
a cyber attack or attack methodology) with: (a) a regulatory
or other authority in your jurisdiction; (b) a regulatory or
other authority outside your jurisdiction; or (c) other private
sector organisations or trade associations in or outside your

jurisdiction?
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Organisations are permitted to voluntarily share information related
to Incidents and encouraged to do so with the Computer Security
Response Team of INCIBE.

2.7 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority, to

report information related to Incidents or potential Incidents

to any affected individuals? If so, please provide details of:
(a) the circumstance in which this reporting obligation is
triggered; and (b) the nature and scope of information that is
required to be reported.

When personally identifiable information of an individual is involved
in an Incident, under the GDPR, the controller should communicate
to the data subject a personal data breach, without undue delay,
where that personal data breach is likely to result in a high risk to the
rights and freedoms in order to allow him or her to take the
necessary precautions. The communication should describe the
nature of the personal data breach, as well as recommendations to
mitigate potential adverse effects.

For information purposes, the Spanish DPA has developed a Data
Breach Notification form for controllers (Article 33 GDPR) through
its online portal.

2.8 Do the responses to questions 2.5 to 2.7 change if the
information includes: (a) price-sensitive information; (b) IP
addresses; (c) email addresses (e.g. an email address from
which a phishing email originates); (d) personally identifiable
information of cyber threat actors; and (e) personally
identifiable information of individuals who have been
inadvertently involved in an Incident?

None of these cases would change the responses to questions 2.5 to
2.7.

2.9 Please provide details of the regulator(s) responsible for

enforcing the requirements identified under questions 2.3 to
2.7.

Regarding Critical Infrastructures, the relevant authority regarding
Incidents is the National Centre for the Protection of Infrastructures
and Cybersecurity (Centro Nacional de Proteccion de Infraestructuras y
Ciberseguridad), whose email for information purposes is ses.cnpic-
buzon@interior.es and for Incident-reporting purposes is
incidencias.occ@interior.es.

Regarding Digital Service Providers, the relevant authority
regarding Incidents depends on whether the Digital Service Provider
is from the public or private sector. In the private sector, the relevant
authority is the State Secretary for Digital Progress (Secretaria de
Estado para el Avance Digital) under the Ministry of Economy, whose
telephone number for information purposes is +34 912 582 852. In
the public sector, the relevant authority is the National Cryptologic
Centre (Centro Criptoldgico Nacional), whose email for information
purposes is info@cnn-cert.cni.es and for Incident-reporting
purposes is incidentes@cnn-cert.cni.es.

The relevant authority regarding Incidents with an impact on
personal data is the Spanish DPA (Agencia Espasiola de Proteccion de
Datos), with headquarters in C/ Jorge Juan, 6, 28001 Madrid, tele-
phone number +34 912 663 517.

2.10 What are the penalties for not complying with the

requirements identified under questions 2.3 to 2.8?

Cybersecurity 2020
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Under the GDPR, depending on the natute of the infringement, the
administrative fine may amount up to 10,000,000 EUR or 2% of the
company’s worldwide turnover, and 20,000,000 EUR or 4% of the
company’s worldwide turnover.

2.11 Please cite any specific examples of enforcement

action taken in cases of non-compliance with the above-
mentioned requirements.

There have yet to be any enforcement actions related to the lack of
reporting of Incidents imposing fines; however, there have been
several warnings by the Spanish DPA.

2.12  Are organisations permitted to use any of the

following measures to detect and deflect Incidents in their

own networks in your jurisdiction?

Beacons (i.e. imperceptible, remotely hosted graphics inserted
into content to trigger a contact with a remote server that will
reveal the IP address of a computer that is viewing such
content)

Yes, the use of beacons is allowed.

Honeypots (i.e. digital traps designed to trick cyber threat
actors into taking action against a synthetic network, thereby
allowing an organisation to detect and counteract attempts to
attack its network without causing any damage to the organ-
isation’s real network or data)

Yes, the use of honeypots is allowed.

Sinkholes (i.e. measures to re-direct malicious traffic away
from an organisation’s own IP addresses and servers,
commonly used to prevent DDoS attacks)

Due to its direct consequences, sinkholing is usually done in special
conditions by trusted third parties with the involvement of law
enforcement authorities.

3 Specific Sectors

3.1 Does market practice with respect to information
security (e.g. measures to prevent, detect, mitigate and

respond to Incidents) vary across different business sectors
in your jurisdiction? Please include details of any common
deviations from the strict legal requirements under
Applicable Laws.

The measures to be implemented are stronger in some business areas,
particularly for Critical Infrastructures and Digital Service Providers,
which must comply with Royal Decree-Law 12/2018. Companies
who host personal health data must also implement stronger security
measures as foreseen in the 17" additional provision of the
LOPDGDD. With regards to the telecommunications sector, Article
44 of the General Telecommunications Law 9/2014, of 9 May,
establishes that network operators and operators of electronic
communications shall adequately manage security risks that may
affect their network and services in order to ensure an adequate level
of security, and avoid or minimise the impact that Incidents may have
on users and interconnected networks.

Cybersecurity 2020

3.2 Are there any specific legal requirements in relation to
cybersecurity applicable to organisations in: (a) the financial

services sector; and (b) the telecommunications sector?

As mentioned above, the NIS Directive has been implemented in
Spain by Royal Decree-Law 12/2018 which regulates, among others,
the Critical Infrastructures and Digital Service Providers of these
tWO sectors.

In relation to cybersecurity in the financial services sector, entities
subject to the GDPR and the Directive (EU) 2015/2366 (the PSD2
Directive) will have to follow two notification processes in case they
suffer a major Incident involving personal data. Furthermore, the
National Secutities Market Commission (Comision Nacional del Mercado
de Valores) is looking to regulate, in the short term, the cybersecurity
measures which fund managers should implement to control the
technological risks associated with their activities.

Regarding the requirements of the telecommunications sector,
besides those established in Royal Decree-Law 12/2018, under
Article 12 bis of Law 34/2002 of 11 July on Information Society
Services and Electronic Commerce, Internet service providers have
a series of obligations to inform its users, among others, of the
different ways to implement and/or increase security measures. In
addition, the ninth additional provision of Law 34/2002 holds that
information society service providers, domain name registrations and
registrars established in Spain are required to collaborate with the
competent Computer Security Response Team in resolving Incidents
affecting the Internet. Furthermore, they are required to follow
specific recommendations on the management of cybersecurity
Incidents, which will be developed via codes of conduct (which have
yet to be developed). Also, see the answer to question 3.1.

4 Corporate Governance

4.1 In what circumstances, if any, might a failure by a

company (whether listed or private) to prevent, mitigate,

manage or respond to an Incident amount to a breach of
directors’ duties in your jurisdiction?

Such a failure may lead to a breach of the directors’ duties, as Article
225 of the Spanish Companies Act, concerning duty of care, holds
that directors shall perform the duties imposed by laws and statutes
with the diligence of an ordained businessman, taking into account
the nature of the position and duties assigned. In addition, directors
shall have the appropriate dedication and take precise measures for
the good direction and control of the company. The Spanish
Companies Act, in case of a breach, allows for the director to be
liable for damages caused by acts or omissions.

4.2 Are companies (whether listed or private) required under
Applicable Laws to: (a) designate a CISO; (b) establish a
written Incident response plan or policy; (c) conduct periodic
cyber risk assessments, including for third party vendors;

and (d) perform penetration tests or vulnerability

assessments?

Currently, there is no obligation to designate a CISO, establish a
written Incident response plan or policy, conduct periodic risk
assessments or perform penetration tests or vulnerability assess-
ments. However, in order to comply with Article 32 GDPR, such
measures may be required in order to ensure appropriate security
measures. In this sense, security measures must be implemented
with consideration given to the level of associated risk. Therefore,
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Spain

the implementation of these security measures must be assessed on
a case-by-case basis.

4.3 Are companies (whether listed or private) subject to any
specific disclosure requirements in relation to cybersecurity

risks or Incidents (e.g. to listing authorities, the market or

otherwise in their annual reports)?

In connection with the directors’ duty of care (see the answer to
question 4.1), under the Spanish Companies Act, the shareholders
of a company have the right to be informed when the topic is
included in the agenda of the shareholders’ meeting,

4.4 Are companies (whether public or listed) subject to any
other specific requirements under Applicable Laws in relation
to cybersecurity?

No, there are no other specific requirements.

5 Litigation

5.1 Please provide details of any civil actions that may be

brought in relation to any Incident and the elements of that

action that would need to be met.

A civil liability action for damages may be brought under Article
1902 of the Spanish Civil Code, which holds that the person who,
as a result of an action or omission, causes damage to another by his
fault or negligence shall be obliged to repair the damage caused.
Three elements are necessary to establish liability:

i.  a fault;

il. a damage; and

ili. a causal link between i. and ii.

Furthermore, under Article 79 GDPR, a civil action may be
brought in the event of an Incident if the controller or processor
has not complied with its provisions. In addition, the GDPR fore-
sees the possibility to initiate “European-style” class actions related
to data protection matters.

5.2 Please cite any specific examples of cases that have

been brought in your jurisdiction in relation to Incidents.

There have been many cases brought before the Spanish courts in
relation to Incidents. As an example, a bank was sentenced to pay
plaintiffs 139,257.04 EUR, amounting to the value stolen, by the
Provincial Court of Barcelona in its decision of 22 January 2019
after suffering a phishing attack. However, due to the elusiveness of
the authors of cybercrimes, many go unpunished, such as the case
of the ransomware Wannacry which affected, among others,
Telefénica.

5.3 Is there any potential liability in tort or equivalent legal

theory in relation to an Incident?

In order to exclude liability under the accountability principle stated
by the GDPR and the NIS Directive, companies should be in a
position to provide sound evidence that they have implemented the
appropriate technical and organisational measures to ensure a level
of security appropriate to the risk.
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6 Insurance

6.1 Are organisations permitted to take out insurance

against Incidents in your jurisdiction?

Yes, under Law 50/1980, of 8 October, on Insurance Contracts
(“Law on Insurance Contracts”), insurance against Incidents is
permitted. With the number of cyberattacks on the rise, the Spanish
cyber-insurance trend is growing rapidly with many major providers
offering cyber-insurance in order to cope with these new risks.

6.2 Are there any regulatory limitations to insurance
coverage against specific types of loss, such as business
interruption, system failures, cyber extortion or digital asset
restoration? If so, are there any legal limits placed on what

the insurance policy can cover?

The Law on Insurance Contracts imposes two limitations:

i.  the insurer does not cover loss or damage resulting from the
insured’s intentional or wilful misconduct; and

ii. the insurer does not cover the payment of any administrative or
judicial sanction, neither any cost derived from it.

7 Employees

7.1 Are there any specific requirements under Applicable
Law regarding: (a) the monitoring of employees for the
purposes of preventing, detection, mitigating and responding

to Incidents; and (b) the reporting of cyber risks, security

flaws, Incidents or potential Incidents by employees to their

employer?

For the monitorisation of employees and the reporting of Incidents,

three requirements should be met:

i.  aprevious communication where the employees are told that the
company’s computer is limited to professional use;

ii. that any breach of i. may be sanctioned; and

iii. that i. and ii. be proportional.

Regarding the reporting by employees to their employer, the desig-
nated data protection officer (“DPO”) has the task of monitoring
compliance with the GDPR, which includes the obligation of repor-
ting certain Incidents. Besides the DPO, no other employee has a
legal obligation to report a cyber risk, security flaw, Incident or
potential Incident unless it is established by the employer through
internal regulations.

7.2 Are there any Applicable Laws (e.g. whistle-blowing

laws) that may prohibit or limit the reporting of cyber risks,
security flaws, Incidents or potential Incidents by an

employee?
There are no Applicable Laws that may prohibit or limit reporting.

8 Investigatory and Police Powers

8.1 Please provide details of any investigatory powers of law
enforcement or other authorities under Applicable Laws in

your jurisdiction (e.g. antiterrorism laws) that may be relied

upon to investigate an Incident.
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Cybersecurity is classified as of special interest to national security

by Article 10 of Law 36/2015, of 28 Septembert, on National

Security.

The laws that may be relied upon to investigate an Incident are,

besides those already mentioned in question 2.1, the following:

i Organic Law 4/2015, of 30 March, on the Protection of the
Safety of Citizens;

ii. TLaw 5/2014, of 4 April, on Private Security; and

ili. Royal Dectee-Law of 14 September 1882 approving the
Criminal Procedure Law which foresees technology-related
investigation measures such as searches on mass storage devices
and remote searches on computer systems, among others.

8.2 Are there any requirements under Applicable Laws for
organisations to implement backdoors in their IT systems for

law enforcement authorities or to provide law enforcement

authorities with encryption keys?

No, in Spain there is no Applicable Law that requires organisations
to implement backdoors or to provide encryption keys, as one of
the basic principles of Criminal Law is the privilege against self-
incrimination and the presumption of innocence.
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